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Chairman Fitzpatrick, Ranking Member Lynch, and Members of the Committee and Task Force:

Thank you for inviting me to testify regarding the problem of terrorism financing through conflict-zone
looting of cultural objects. You will hear from other witnesses about the prevalence of this problem,
which relates to a broader problem of money laundering in the global art industry. | have been asked to
address the attributes of the art industry that enable these problems. If we remove the ability of
terrorists to launder stolen and looted objects, then we will remove the economic motive to loot them,
cut off a key source of terrorism financing and make great strides toward protecting our global cultural
legacy.

ARIS’s lens on these issues stems from its role as the leading title insurer to the art industry. ARIS
underwrites the same kind of insurance, which the real estate industry relies on to assure beneficial
ownership of real estate property, for financial institutions lending against art as collateral; capital
markets investing in art through various investment structures; the consuming public; the trade
comprised of dealers and auction houses; not-for-profit museums and foundations; and government
stakeholders, for instance, U.S. Bankruptcy Courts overseeing the liquidation of art assets as part of their
managing art industry financial collapses.

With respect to the issues described in more detail below, over the past two years ARIS has been
actively reviewing these issues with trade and financial regulators in the U.S., U.K., Switzerland,
Luxembourg and Belgium at the EU Commission including regulators specifically charged to oversee art
industry tax-free Freeports and Free Trade Zones.

I will conclude by commenting on industry solutions now underway to address these problems at the
core of the market.



The Root of the Problem

Terrorism financing by the Islamic State of Iraq and al-Sham/the Levant (ISIS/ISL) and other groups
through the plundering of cultural objects and selling these illicit objects for funding is made possible
because of an overall systemic problem of traditional and trade-based money laundering in the global
artindustry. Cultural and archeological objects are part of this broader tangible property asset class.

At over $60B in annual sales worldwide', the art industry is the single largest, lawful, unregulated
industry in the world. It is a fully globalized yet opaque industry in which objects for a given transaction
can move across multiple international borders, often several times, before the transaction concludes.

Artwork is a high-value highly portable asset traded in a market defined by discretion. Protecting the
identity of art market participants is customary, which makes money laundering in the art industry both
possibie and ubiquitous. As a result, for years the multi-billion-dollar illicit trade in fine art and
antiquities has provided a lucrative scheme for organized criminal enterprises. A lack of record-keeping
for transactions in both source and market nations as well as the private nature of many of the
transactions obscures the legal status and beneficial ownership of the sourcing of the antiquity and
often results in an unverifiable ownership history.

These regulatory difficulties, combined with the spread of economic and political conflict in regions rich
with ancient treasures and the market demand for such artifacts, will make it highly likely that more
terrorist groups will.engage in illicit antiquities trafficking.

One court has summarized that the core of these problems is the art industry’s ubiquitous lack of
transparency which prevents anyone from discerning patterns in illegal schemes.? Identifying patterns is
the de rigueur of AML enforcement and compliance, whether to combat terrorism or other trade
regulation problems. This common core exists for each subsector of the art industry as further
illustrated by the illegal trade of artifacts made from ivory. As a 2014 report of the International Fund
for Animal Welfare (IFAW) issued during a then-wave of attention to this trade-based problem
explained: “American customers . . . have no way of knowing [the] origin [of what are contraband ivory
objects]; [there is a lack of] industry documentation showing that the ivory . . . was legal, with the
industry standard response, ‘You don’t need that.””

The Intersection of Money Laundering in the Art Industry

According to the United Nations Office on Drugs and Crime, 2%-5% of the global GDP takes the form
of laundered money — $800 million to $2 trillion. In the art market or art industry a staggering amount
of this criminal activity takes place — where “dirty” money obtained from illegal activity is laundered
into clean currency and where trade-based assets are directly laundered as a more complex and
growing form of international money laundering.*

The problem of money laundering in the art world has garnered attention from the economics field as
well. At the 2015 World Economic Forum meeting in Davos, Switzerland, acclaimed economist and NYU
Stern School Professor Nouriel Roubini explained: “Whether we like it or not, art is used for tax



avoidance and evasion. It can be used for money laundering. You can buy something for half a
million, not show a passport, and ship it. Plenty of people are using it for laundering,” Roubini - said.’

Worldwide cases of money laundering and illegal activity conducted through the purchase and sale of
artwork — equally applicable to the laundering of stolen or looted cultural objects — are common with
examples ranging from high profile figures such as Edemar Cid Ferreira, the Brazilian ex-banker who
laundered millions of dollars through a collection of 12,000 works, to the art dealer Helly Nahmad of the
international art world family of the same name, who was arrested for similar activities undertaken
alongside a gambling ring.

In Monaco last year, Swiss businessman Yves Bouvier, who owns tax-free zones (Freeports) for storing
art and other high value property based in Switzerland, Singapoke and Luxembourg (and another similar
facility then in planning for Paris), was detained on Monaco government-investigated initial findings of
art “price-fixing” and money laundering. Freeport facilities are large, maximum security storage
facilities that allow individuals to store valuables while avoiding customs duty and sales tax for the
intermediate stage (staging-storing) of a final purchase or sale transaction.

Many artworks find their way to Freeport facilities, often attached to international airports. These units
are intended as temporary storage for goods in transit, but in practice valuables are often kept in these
facilities for years. Keeping artwork in duty-free limbo raises thorny questions for governments anxious
to squash money laundering and tax dodging. The Financial Action Task Force on money laundering has
been concerned about the integrity of Freeport facilities since 2010, and money laundering is one of
the charges alleged against Bouvier, who, in addition to owning these facilities, also deals in the trade of
art. In February 2015, a client paid Bouvier $118 million for a piece of art, more than $22 million above
the market value.” Scrutiny of Bouvier's network of duty-free, high-security bonded warehouses has
reignited to international levels not seen before the debate over why the global art business escapes
any form of regulation.

To be sure, responsible operators of Freeports and Free Trade Zones and regulators alike welcome
better, systemic means to close the gap between enforcement protocols and practicalities — a gap which
can be closed only by access to accurate, comprehensive and cohesive information.

Swiss regulators, for example, have commented in meetings with ARIS that even with Switzerland’s
recent changes in its regulations to require enhanced disclosures for objects entering Swiss Freeports
having a value as low as 100,000 CHF, these regulatory changes do little when, as can be readily
accomplished in the art industry, a transaction is broken into fractional ownership pieces each having a
declared value below the enhanced threshold, or when a deflated price is recorded in customs papers
for an entire object only to be restated after the object leaves a Freeport or Free Trade Zone.? Other
regulators comment on the inability to know whether any of the information reported by market
participants for Freeport or Free Trade Zone compliance purposes is accurate even if made in good faith
by intermediaries, because there is not an ability to cross-reference independently reported and
organized pieces of information to identify anomalies and suspicious activity, as is the norm in the global
financial markets.



In point of fact, under- and over-invoicing is one of the key methods utilized in trade-based money
laundering typically through misrepresentation of price, quantity or quality. FATF has recognized that
“the more complex the good being traded, the greater the difficulty that customs agencies will have in
identifying over- and under-invoicing and correctly assessing duties or taxes” because in part “many
customs agencies do not have access to data and resources to establish the “fair market’ price of many
goods.”® FATF’s example was “[h]igh-value goods, such as works of art, which have limited markets
and highly “speculative” values” and therefore “present significant valuation difficulties.*

Appendix A to this testimony offers a simple schematic illustration of how trade-based money
laundering can occur in art industry in its current information environment.

Money laundering through the art trade is of course not limited to art collectors and art dealers as
participants in a larger supply-distribution chain.

Evidence now tells us that ISIS as with the other parties to the Syrian civil war are looting and trafficking

antiquities as a source to fund its fighting.**

ISIS is directing much of its destructive activity towards
cultural heritage targets in Iraq and damage extending to museums, libraries and universities across its
occupied territory. Several governmental bodies and organizations including the United States have
announced efforts to spare cultural heritage sites in the fight against ISIS. The UN Security Council
has adopted a resolution to curb traffic of illicit antiquities from the region and in turn to prevent SIS

from profiting off the sale of stolen art works.™

Such measures, while helpful, standing alone are not likely to stop looted art from entering the market.
Anti-money laundering as well as counter-terrorism financing laws are limited when it comes to the
trade of cultural property because the cultural property markets in art and antiquities are not explicitly
covered by AML and counter-terrorism financing standards. Although the laws of some countries cover
art, antiquities and antiques dealers directly such as Argentina, Brazil, Japan and Lithuania, most do
not.®

The private sector vyields further important information on these issues. A January 2015
PricewaterhouseCoopers report highlights the significant rise in global trade-based money laundering
and the regulatory shift in focus from traditional money-laundering compliance oversight to assessing
the ability to spot trade-based money laundering, e.g., money laundering executed through
international trade of legitimate goods through nefarious means (one of the key methods of money
laundering of art and cultural objects in the global art industry).** PricewaterhouseCoopers cites lack of
data-sharing among relevant stakeholders as among the factors exacerbating trade-based money
laundering in particular.

An earlier 2014 report released by the auditing firm KPMG finds that financial market stakeholders are
achieving limited or no improvement in the efficacy of their AML compliance efforts even though they
are spending increasingly significant portions of annual operating budgets on AML compliance, with the
same conclusion necessarily applicable to art industry assets and transactions.*



Compounding the Problem

There is a relative under-recognition of the kind of information that is needed in the art industry to solve
the problems detailed above including specifically terrorism financing through the movement of these
objects.

In March 2015, Comptroller of the Currency Thomas J. Curry commented on the critical role of
information-sharing in the financial sector, emphasizing the need for “more accurate and timely
information” and the use of technology to close “the [information] gaps” that can be exploited to fund
terrorist operations.® In February 2015, New York’s Department of Financial Services then-
Commissioner Benjamin Lawsky in a speech given at Columbia Law School highlighted the ever-
advancing need for improved AML compliance in one of the world’s major financial centers, adding that
"[m]oney is the oxygen feeding the fire that is terrorism. Without moving massive amounts of money

around the globe, international terrorism cannot thrive.""

in February 2016 UK Home Secretary
Theresa May echoed the same need for improved information and information-sharing in addressing
the Security Alliance Partners in Washington, D.C., at the same time FATF was meeting on more robust,

global, interlinked AML strategies.™®

Improved Art-Financial Industry Information Sharing for AML and Anti-
Terrorism-Financing Purposes

In a different vernacular, solving the problem of terrorism financing through conflict-zone looting of
cultural objects and the broader problem of money laundering in the global art industry will turn on
moving from “Big Data” to “Smart Data” to identify suspicious activity in art industry transactions. It is
the difference between information that is otherwise “noise” to the art and financial industries and
meaningful data on which industry stakeholders can rely to identify suspicious patterns of activity in
global art industry transactions.

Consider the following example of a major U.S. financial institution “A” being asked to lend $50 million
dollars against a pool of art or cultural objects offered as collateral by offshore owner “XYZ Holding
Company.” The borrower’s intermediary provides to the financial institution certain information that
ostensibly accurately details the transfer of legal ownership of the assets (for example, submitted copies
of bills of sale) and beneficial ownership. Put aside the already familiar market challenges of piercing
beneficial ownership disclosures and information to test the integrity of this information as a stand-
alone AML compliance inquiry. Today’s most vexing data problem at the intersection of the global art
and financial industries is that financial institution A will have no way to know whether the same
transaction was presented to financial institutions “B,” “C,” “D” and “E” in different countries each time
under different beneficial owner names and through use of different bills of sale documentation (which
itself can be forged), or that before the putative beneficial owner presented the collateral to financial
institution “A” for financing the objects were sold — or “flipped” as the art industry coins the term — from
one party to another six times in four countries in the prior sixty days.



ARIS has been actively discussing with the U.S. Treasury and FinCEN improved ways to address this
current inability of financial institutions to detect anomalistic patterns of behavior in art industry-
financial sector transactions which can signal trade-based money laundering in general and terrorism
financing through looted art and cultural objects in particular.

This includes a request that ARIS submitted to FInCEN in September 2014 and supplemented in July
2015, following after a number of meetings with senior officials in FInCEN and U.S. Treasury, to place
ARIS and other art title insurance entities under the Bank Secrecy Act (“BSA”} for improved information-
sharing with financial institutions in art and cultural-object related transactions with the same safe-
harbor protections established under 31 C.F.R. § 1010.540 pursuant to Section 314b of the BSA. One
avenue to accomplish this is through FinCEN’s exception authority pursuant to Section 1010.970 of the
BSA Regulations to determine narrowly that providers of title insurance for art and similar high value
collectibles can rely on the information-sharing and safe harbor protections of the BSA.

Such an approach will enable financial institutions to share art and cultural object-specific and
beneficial-ownership-specific information with ARIS as a regulated title insurance company. ARIS
already maintains privacy-protected information in compliance with the industry’s rigorous data privacy
and protection requirements.® This in turn will enable ARIS to take each participating institution’s
limited and incomplete information that is otherwise noise to the institutions and turn it into actionable
information. ARIS can then provide privacy-protected, curated responsive information back to all
financial institutions as a single cohort for systemic AML compliance purposes specific to art-asset art
industry-financing transactions. The net effect would be to make substantial strides in detecting
patterns of suspicious activity and countering terrorism financing through conflict-zone looting of
cultural objects.

Through such a form of U.S. leadership — U.S. Treasury and FinCEN and interfacing with law enforcement
such as Homeland Security and U.S. Customs and Border Protection — the same kind of financial-sector
information linking and sharing in relation to art and cultural heritage objects can be implemented in
other sectors of the financial industry. ARIS’s discussions with trade and financial regulators in the U.K.,
Switzerland, Luxembourg and Belgium at the EU Commission level have set the stage for this purpose.

Related Art Industry Solutions Which Are Now Underway

As detailed earlier, the lack of accurate and reliable information in the art industry impacts all art
industry stakeholders in multiple ways. This includes the world’s living artists whose artistic legacy
during each generation becomes the accumulated record of our society’s culture.” These problems
take the form, among other forms, of the now significant industry-wide problem of faked and forged
artworks. This problem not only impacts our cultural legacy it financially impacts the industry from a
fundamental asset valuation standpoint and industry-wide friction cost. The problem is rising at
alarming rates as values of objects increase, as technologies advance enabling at ever lower cost
replication of artistic and cultural objects in ways that leave them virtually indistinguishable from their



authentic counterparts and as forensic examination of objects each time objects change hands becomes
untenable because of the cost.”

At the State University of New York and its flagship campus at Albany an initiative is underway — the
Global Center of Innovation for the i2M Standards® — whose purpose is to develop industry standards
comparable those more broadly promulgated by NIST, ANSI and ISO that will support technology-based,
object-identification solutions. Initially anchored in bio-engineered DNA, nanotechnology and forensic
informatics, these solutions will enable the art industry to mark or identify artworks when the artworks
are created by a living artist or at defined later point of intervention for artworks which already exist and
which were not marked when created — including ancient cultural objects — and link accurately,
conclusively, safely and permanently the verified information about an object to an exact, unique,
identified object. This form of solution is a nanoscale equivalent to VIN (vehicle identification) numbers
used in the global automotive industry.

This is a global initiative with both academic and scientific partners in the U.S. and EU. The solutions of
this initiative, which are in development, can be applied to cultural objects that are located in conflict
zones which are at-risk and before the looting occurs.

This kind of accurate physical identification of art and cultural heritage objects and the conclusive
linkage of accurate information to the objects, combined with the kind of regulated, privacy-protected
information-sharing protocols | have outlined above, can become a key means to combat terrorism
financing through conflict-zone looting of cultural objects and the broader global art and financial
industry problem of trade-based money laundering.

[Testimony End]
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Luxembourg, etc.) (measurable and beneficial impact that creativity, art and culture have on societies and
economies), http://www.paca-online.org/cop/docs/OECD Culture and Local Development.pdf.); see also Monika
Grutters, Federal Commissioner for Culture and the Media, Germany, Address at Cultural Heritage in Danger: lllicit
excavations and trade (Dec. 11-12, 2014) (“[art is] the cultural heritage of all humanity”) (addressing plundering of
museums, graves and other archaeological sites and illegal export of stolen objects at Berlin).

21 Many of these technological advances are being developed for entirely non-nefarious purposes. However, the
same technologies become readily available to nefarious actors, who are always less than a step behind the good
faith market, to create and distribute fake and forged art. See, e.g., Alessandra Potenza, This 3d-printed
Rembrandt is the new frontier in forgery, THE VERGE (Apr. 5, 2016),
http://www.theverge.com/2016/4/5/11371566/the-next-rembrandt-3d-printed-painting-ing-microsoft (discussing
the sophistication of art-replicating technology).

2 see Global Center of Innovation on Standards and Solutions for Object Identification Technologies in the Global
Art and Collectibles Industry, UNIVERSITY AT ALBANY, http://www.albany.edu/centerofinnovation/ (last visited Apr. 14,
2016); i2M Standards, 12MSTANDARDS.ORG, https://www.i2mstandards.org/ (last visited Apr. 14, 2016); i2M
Standards: Governments’ Regulatory Aid, I2MSTANDARDS.ORG, https://cdn.i2mstandards.org/wp-
content/uploads/20151013130037/Governments Regulatory Aid.pdf.

[Endnotes End]

11



ozl

43And

INIOV IN39V 43113

SU0LJV 3HL

ONILNIVd Sd33X 43ANg
ING"€6 43113S SAVd INIDV
ING'€6 INIOV SAVd INIOV

NOZL IN3DY SAVd 43ANg
J1VS A1VLITIOVH SINIOV
F1VS 404 ONIINIV

[
dIHSNOILY13Y ONIISIX3

v 4 SYSIM NIQQIH IHL

NOILIVSNVYL 14V
1va013




14V ozl 43Ang INI9V INI9V 43nis

oz:z_<n_mn_m_m_v_m_m>:m.o
NS E6 HITIIS SAVd INTOY 7S
ING'E6 INIOVSAVAINFDY ¥
NOCL INIOV SAVd 43ANG €
JIVS AVLIDVA SINIOY - ¢
JIVSYO4ONIINIVd 'L

=
2
. ==
SHOLOY 3HL

Jodaai1/auoz apel| aai4
MET] J0 S [ju0)
suoipIpstng 9|
Bupueuly wsiomua]
buuspuney Asuoyy

yodwij-310dx3
Auowiied jeanajny
SEEVEMINSTIBELS
uai xej
fpnuayiny m W

pajoo] ‘usjois =@ | fyadoig |eaely

B o — e Aiepijauag umouun

13UM0-09) Umouup

di0] [12ys ‘17 ‘Asniy

13]]3S snowAuouy

[
dIHSNOILYT3d ONILSIX3

fing Aiennpi4 yoeaig
VRS TGRS BT TTT0)
S334 paziioyineup
uonejndiueyy asugd
pneiy

SXSIY N3ddIH IHL

NOILIVSNVHL L4V
1va019



43Ang INIOV IN39V RERIEN

1

ONIINIVd Sd33X ¥3And
ING"€6 ¥3113S SAVd INIOV
ING"E6 LNIDV SAVd INIOV

INOZL INIDV SAVd ¥3ANg
F1VS 31VLINIDVA SINIOV
F1VS 404 ONIINIVd

SU0LJV 3H1

‘NOILIVSNYYL 14V 1vd019
FHL NI SHSId N3AAIH FHL
5534ddV NV AdLSNANI 14V
FHL 40 M3IIA .09€ ¥ HLIM
ANVAINOD IONVENSNI ATLIL
ALdVd-AdIHL INIANAd4ANI
IVHLNIN 'AILYINDIY v

SASIY N3AAIH 3HL

| NOILJVSNVHL LHV
, V4019




WSE6  SIH WOzl ¥IANG  €INIOY ZINIDV L INIOV ¥IT13S bunuied sdeay sakng

19fng 0} bupuied sjjasai € yuaby -

m@ . ¢ Juaby 03 bunjuied sjjasas z uaby -
Z Wuaby 0} burjured sjjasal | uaby

| Juaby 03 bunuied sj[as J13)[ss

9]es ajey| e} syuabe sjdynpy

SH01JV JH1 3les Joj bunureq

— N <O~

/ SYSIY N3QQIH 3HL

| NOILJVSNVHL 14y
NIVHI ASIV 18013




WS'E6 ST WOZL 18V ¥3ANg €INIOYV ZINIOV LINIOV ¥I173S bunuied sdaay sakng “/

19fng 01 bunuied sjjasai ¢ aby 9
E ¢ Juaby 03 bunuied sjjasai z Juaby -g
Z Juaby 01 bunured sjjasal | uaby

)

| uaby 03 bunuied sjjas 19jj8s ¢
a]es ajey|1oe} syusbe sydiynpy -z

SH01JV JH1 ofes oy bunureg Vs p—

aNvy4 ‘LY0dIINA/INOZ IAVYL 3344 'SMY
10 SOIMANOD "SNOILDIASNr 1dILINIA
"ONIDNYNI WSIHO¥YIL ONINIANNYT
AINOW ‘ALNQ A¥VIONAH 40 HOV3¥E T—
'ISFYILNI 40 SLOIMANOD ‘NOILYININNIO0A
1131dWOINI/ASTYS 'STVS
Q3ZIOHLNYNN ‘STIYSIY SNOINVLINIIS
NMONYNN ‘S334 QIZIYOHLNYNN
'NOILVINAINYIN 3D14d ‘SYINMO

INYL NMONMINN NO 133443 A3ITdILININ

| |
Y
1
t
i
t
!

.
A
%
/
]

NSIY 37YS-3

=~
m
wn
>
[
m
=
w
~

NSIY 31VS:3Y

AL¥3d0¥d TYLI¥VIN ‘LYOdINI-LYOdX3
'ANOWINLYd TYSNLTND “LSTYILNI ALINNDIS
'N3IM XYL ALIDILNIHLNY ‘a3L00T ‘NIT0LS
"3’ 'NOILDYSNYAL I1dINIS NI SV NSIY JNYS

NSIY 1¥Y

ASIY F1VS-3y

SIS N3AAIH FHL

| NOLLOVSNYHL L
NIVHO ASIVO 1990719

——



